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Introduction

Accelerometers are necessary in modern mobile
devices. Access to their data, however, is not
protected in the same way recordings from a mi-
crophone or camera would be.
•Previous studies have shown that machine
learning models can detect ‘hotwords‘.

•Discrete Fourier Transforms and their inverse
functions can be used to decompose
frequencies from sound waves.
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•When a device is stationary and excluded from
interfering forces, the accelerometer data is
greatly simplified.

Goal

This study aims to use Fourier Transforms to extract
sound waves from stationary device accelerometer
data.

Methodology

Phase 1: Proof of Concept
•Prove that the presence of sound can be detected
from accelerometer data.

Phase 2: Standard Trend Identification
•Establish an acceleration magnitude threshold.
•Collect a sample of data that does not exceed the
threshold.

•Use this sampling to cancel out noise.
Phase 3: Sound Wave Extraction
•Expand data cleaning processes
•Apply standard and inverse Fourier transforms.
• Identify interference signals. Cancel them out.

Phase 1

Figure 1:Acceleration Data

Phase 2

Figure 2:Example of Standard Random Data

Phase 3 Results

Figure 3:Accelerometer 700 Hz

Figure 4:Microphone 700 Hz

Figure 5:Accelerometer 500 Hz

Figure 6:Microphone 500 Hz

Discussion

What is the problem here?
•Sensitive information can be extracted from
accelerometer data without the need for approval.

What has been shown?
•Sound waves can be extracted from accelerometer
data.

•Formal methodology needs to be further
established.

Where does the study go from here?
• Implementing a more strategic method for
applying standard and inverse Fourier transforms.

•Clearly identifying interference constants.
•Applying machine learning models to analyze
wave decompositions and inform proceeding steps.

References

[1]Kröger, J. L., Raschke, P., and
Bhuiyan, T. R.
Privacy implications of accelerometer data: A
review of possible inferences.
In Proceedings of the 3rd International
Conference on Cryptography, Security and
Privacy (New York, NY, USA, 2019), ICCSP
’19, Association for Computing Machinery,
p. 81–87.

[2]Smith, J. O.
Mathematics of the discrete Fourier
transform (DFT) : with audio applications.
BookSurge, North Charleston, 2010.

[3]Zhang, L., Pathak, P. H., Wu, M.,
Zhao, Y., and Mohapatra, P.
Accelword: Energy efficient hotword detection
through accelerometer.
In Proceedings of the 13th Annual
International Conference on Mobile Systems,
Applications, and Services (New York, NY,
USA, 2015), MobiSys ’15, Association for
Computing Machinery, p. 301–315.


