Content 2021

Resources

e CIT VM Farm
o Create VM and connect from osx/Linux
o Gpt partition example (Not needed for first lab)
o MBR partition example

o Manage VMs with CLI instead of Web
o Connect to vim from Linux host

e AWS
o Create AWS Educate Account
° Create EC2 instance
° Connect EC2 instance
e Software
o If you are using windows to connect to your vm, you might need the following:
Putty
TightVNC
If you have a newer version of windows 10 and have installed the linux subsystem, you can just ssh
from the command line like you do in OSX and Linux.

o O o©o

Module 1 - Partitioning

e Slides
o Intro Slides
Reading
Tracks and Sectors
Overview of hard drivevs
SSDs
Nand memory
MBR Overview
e Lectures
o Finish remainder of intro slides
o Dos Partitioning Video
o Partitioning Explained (Only the first 5 minutes)
Screenshots
o More partitioning help
o Bionic partitioning video
e Lab
o System Install
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Module 2 - Filesystems and Inodes

e Slides
o Slides 2(These are referenced in some of the videos)
e Reading
o Filesystem Sign in first. Read the following pages: Filesystem-high level view, metadata, inode, data
block map, Directories, Superblock, Mount and Unmount operations, File creation and Deletion
operations. To sign in, go to |library.dixie.edu| and click on |ebook collections|.
o Superblock definition
e Lectures
o Inode linking Video
o More about Inodes Video
o Directories and Inodes Video
o Mebibyte vs Megabyte Video
o Partition and block discussion
e Screenshots
o Creating a filesystem



https://www.youtube.com/watch?v=d8oWICaZlOQ
https://www.youtube.com/watch?v=8bBnxCQrAN0
https://www.youtube.com/watch?v=5H2mYd3-UCo
https://www.youtube.com/watch?v=SKsn0hlovl4&feature=youtu.be
https://www.youtube.com/watch?v=HnTHTe72dCE&feature=youtu.be
https://youtu.be/pMcgZEK0ZqY
https://youtu.be/yDzInDvl0sk
https://youtu.be/lyd7hMNNlrA
https://the.earth.li/~sgtatham/putty/latest/w64/putty-64bit-0.70-installer.msi
https://www.tightvnc.com/download/2.8.11/tightvnc-2.8.11-gpl-setup-64bit.msi
https://computing.utahtech.edu/it/4100/slides/s1.slides
https://en.wikipedia.org/wiki/Cylinder-head-sector
https://www.explainthatstuff.com/harddrive.html
https://www.extremetech.com/extreme/210492-extremetech-explains-how-do-ssds-work
https://searchstorage.techtarget.com/definition/NAND-flash-memory
https://neosmart.net/wiki/mbr-boot-process/
https://youtu.be/dUa0-KmHrgs
https://www.youtube.com/watch?v=Gjp_4wX_5RQ
https://www.youtube.com/watch?v=AeUM4kR67XQ
http://cit.dixie.edu/it/3100/joe-notes-2016/all_partition.pdf
https://youtu.be/axpEMQdC_-g
https://computing.utahtech.edu/it/4100/assignment_system_install_1.php
https://computing.utahtech.edu/it/4100/slides/s2.slides
https://www.safaribooksonline.com/library/view/mastering-linux-kernel/9781785883057/f180aa4c-4254-449f-9058-9b3ef05df7b9.xhtml
http://www.linfo.org/superblock
https://www.youtube.com/watch?v=tMVj22EWg6A
https://www.youtube.com/watch?v=I77D7xGTlds
https://www.youtube.com/watch?v=1WqguJZTYBQ
https://www.youtube.com/watch?v=Dqt7fsvw1-8
https://www.youtube.com/watch?v=09wUD9z2YrY
https://computing.utahtech.edu/it/4100/joe-notes-2017/fs_part_one.pdf

o Creating a filesystem 2
o Resize FS with parted
e Lab More partitions and EXT

Module 3 - EXT

e Slides
o Slides 3
¢ Reading
o Ext(somewhat of a review)
e Lectures
e Screenshots
o Resizing
o Break Superblock
o Orphan Inode
o Corrupt Inode
o Break Permissions
e Lab Resize EXT
e Lab Fix EXT

Module 4 - Raid

e Slides

o Raid Slides
e Reading

° Raid

o Software raid cheatsheet
e Lectures

o AWS Review

o Aws attach disks

o AWS mdadm ec2 sample
e Screenshots

o My Software raid howto
e Lab Raid Report

e Lab Software Raid

e EXAM 1 review

Module 5 - LVM

e Slides
o LVM Slides
Reading
o Logical volumes
o LVM Intro
o LVM ch h
e Lectures

e Screenshots

LVM During Install How To
Bionic basic lvm install
LVM nfigur

Bionic extension
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e Labs
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https://computing.utahtech.edu/it/4100/joe-notes-2017/fs_2.pdf
https://youtu.be/vbZsrXoNZXI
https://computing.utahtech.edu/it/4100/assignment_ext_1.php
https://computing.utahtech.edu/it/4100/slides/s3.slides
https://opensource.com/article/17/5/introduction-ext4-filesystem
https://computing.utahtech.edu/it/4100/joe-notes-2017/resizing.pdf
https://computing.utahtech.edu/it/4100/joe-notes-2017/break_superblock.pdf
https://computing.utahtech.edu/it/4100/joe-notes-2017/orphan_inode.pdf
https://computing.utahtech.edu/it/4100/joe-notes-2017/corrupt_inode.pdf
https://computing.utahtech.edu/it/4100/joe-notes-2017/break_file_perms.pdf
https://computing.utahtech.edu/it/4100/assignment_resize.php
https://computing.utahtech.edu/it/4100/assignment_ext_fix.php
https://computing.utahtech.edu/it/4100/slides/raid.slides
https://www.prepressure.com/library/technology/raid
https://computing.utahtech.edu/it/4100/joe-notes-2017/mdadm_commands.md
https://youtu.be/Alv3UmDQlY0
https://youtu.be/xBaIz6ZzwG8
https://computing.utahtech.edu/it/4100/joe-notes-2017/soft_raid_how_to.pdf
https://computing.utahtech.edu/it/4100/assignment_raid_report.php
https://computing.utahtech.edu/it/4100/assignment_raid_1.php
https://computing.utahtech.edu/it/4100/review1.php
https://computing.utahtech.edu/it/4100/slides/lvm.slides
http://proquest.safaribooksonline.com/9781430268291/9781430268307_ch05_xhtml
https://www.digitalocean.com/community/tutorials/an-introduction-to-lvm-concepts-terminology-and-operations#
https://computing.utahtech.edu/it/4100/joe-notes-2021/lvm-cheatsheet.md
https://computing.utahtech.edu/it/4100/joe-notes-2017/lvm.pdf
https://computing.utahtech.edu/it/4100/joe-notes-2017/bionic_lvm_install_basics.pdf
https://computing.utahtech.edu/it/4100/joe-notes-2017/lvm_configure.pdf
https://computing.utahtech.edu/it/4100/joe-notes-2017/bionic_extending_lvm.pdf
https://computing.utahtech.edu/it/4100/assignment_lvm_1.php
https://computing.utahtech.edu/it/4100/assignment_lvm_2.php

Module 6 - Remote Filesystems

ISCSI & NFS

e Slides
o NFS Slides
Reading
Lectures
o ISCSI overview
Screenshots
o FS In 1l How T
o ISCSI AWS 2021
e Labs
°© NFS
o ISCI

Module 7 - GPT/UEFI

e Slides
o UEFI and GPT Slides

e Reading
UEFI Boot
GPT Overview
Good Overview of Parted
GPT Partitioning
Lectures
Screenshots

o UEFI Install Screens

o UEFI comands
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e Labs

EXAM 2 review

Module 8 - Windows

e Slides
o FAT
o NTFS

Reading

o FAT (follow all the links on that page)
o NTFS
o MORE NTFS

e Lectures

Screenshots

Labs

Module 9 - BTRFS?

e Slides

o btrfs
e Reading

o Snapshots with snapper
e Lectures


https://computing.utahtech.edu/it/4100/slides/nfs.slides
https://www.youtube.com/watch?v=ZX5bj0lnZ4Y
https://computing.utahtech.edu/it/4100/joe-notes-2017/all_nfs.pdf
https://computing.utahtech.edu/it/4100/joe-notes-2021/iscsi-2021.pdf
https://computing.utahtech.edu/it/4100/assignment_nfs.php
https://computing.utahtech.edu/it/4100/assignment_iscsi.php
https://computing.utahtech.edu/it/4100/slides/uefi_and_gpt.slides
https://www.happyassassin.net/2014/01/25/uefi-boot-how-does-that-actually-work-then/
http://en.community.dell.com/techcenter/extras/w/wiki/2838
https://wiki.archlinux.org/index.php/GNU_Parted
https://computing.utahtech.edu/it/4100/joe-notes-2017/gpt.pdf
https://computing.utahtech.edu/it/4100/joe-notes-2021/gpt-4100-instal.pdf
https://serverfault.com/questions/569972/usb-drive-not-detected-in-intel-efi-shell
https://computing.utahtech.edu/it/4100/review2.php
https://computing.utahtech.edu/it/4100/slides/fat.slides
https://computing.utahtech.edu/it/4100/slides/ntfs.slides
http://www.ntfs.com/fat-systems.htm
https://support.microsoft.com/en-us/help/100108/overview-of-fat,-hpfs,-and-ntfs-file-systems
http://www.ntfs.com/ntfs_basics.htm
https://computing.utahtech.edu/it/4100/assignment_fat.php
https://computing.utahtech.edu/it/4100/slides/btrfs.slides
https://www.linux.com/learn/how-easily-roll-back-changes-snapper

e Screenshots
e Labs

o btrfs

Module 10 - Forensics

e Slides
o forensic
e Labs

o Forensic

Module 11 - Cloud Storage

e Slides

o S3

o EFS

o EBS
Reading

o S3

o EFS

o EFS when
Lectures
Screenshots
Labs

o AWS S3

o AWS EFS

o AWS EBS

Module 12 - Misc

e Slides
°© SMB

Windows encr ion
Encryption
chroot & resurrecting from a broken fstab
e Reading

o Linux

o EFS on windows
Lectures

°© Windows and Linux filesharing
Screenshots
Labs

o Linux quotas

o Windows fileshar linux
EXAM 3 review
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Student presentations

® Description

Last project

® Description


https://computing.utahtech.edu/it/4100/assignment_btrfs.php
https://computing.utahtech.edu/it/4100/slides/forensic.slides
https://computing.utahtech.edu/it/4100/assignment_forensic.php
https://computing.utahtech.edu/it/4100/slides/aws_s3.slides
https://computing.utahtech.edu/it/4100/slides/aws_efs.slides
https://computing.utahtech.edu/it/4100/slides/aws_ebs.slides
https://aws.amazon.com/s3/?c=s&sec=srv
https://aws.amazon.com/efs/?c=s&sec=srv
https://aws.amazon.com/efs/when-to-choose-efs/
https://computing.utahtech.edu/it/4100/assignment_aws_s3.php
https://computing.utahtech.edu/it/4100/assignment_aws_efs.php
https://computing.utahtech.edu/it/4100/assignment_aws_ebs.php
https://computing.utahtech.edu/it/4100/slides/smb.slides
https://computing.utahtech.edu/it/4100/slides/win.slides
https://linuxhint.com/disk_quota_ubuntu/
https://resources.infosecinstitute.com/topic/encrypted-file-system-efs-in-windows-10/
https://youtu.be/5AsGcPJkTQQ
https://computing.utahtech.edu/it/4100/assignment_ext_quotas.php
https://computing.utahtech.edu/it/4100/assignment_win_smb_linux.php
https://computing.utahtech.edu/it/4100/review3.php
https://computing.utahtech.edu/it/4100/assignment_research.pdf
https://computing.utahtech.edu/it/4100/assignment_fs_paper.pdf

